MD. Taki Yasir Faraji Sadik

North York, ON, Canada | 437-878-0011 | taki@tyfsadik.org | LinkedIn | GitHub | tyfsadik.org
PROFESSIONAL SUMMARY

Senior-level cybersecurity engineer with experience monitoring and triaging security incidents using SIEM, EDR, and IDS, conducting
vulnerability assessments, and scripting automation in Python and Bash. Proven collaborator in documenting and remediating incidents
at Shield Security Systems and CN Tower. Holds a Cybersecurity BSC and 10+ certifications in cloud security and threat intelligence,
with strong understanding of network protocols, OWASP Top 10, and MITRE ATT&CK.

TECHNICAL SKILLS

* Security & SOC: SIEM (Splunk, AlienVault), Threat Intelligence, Incident Triage & Lifecycle Management, Digital Forensics
(live/dead box), CCTV/IP Surveillance, Vulnerability Management, OPSWAT ICIP, MasterCard Cybersecurity Framework, EDR,
IDS/IPS, Security Incident Response, SOC Operations, Evidence Retention, Alert Escalation, Case Management, Penetration
Testing, OWASP Top 10, MITRE ATT&CK

* Networking: TCP/IP, VLANSs (802.1Q), Firewalls (iptables, firewalld), Routing & Switching (CCNA in progress), WLAN/Wi-Fi
802.11, SDN, Cisco I0S, APNIC Routing, LAN/WAN Design, DNS (Pi-hole + Unbound), DHCP, NAT, Inter-VLAN Routing,
Network Segmentation, Packet Analysis, Wireshark, Nmap

* Systems & Servers: Linux (Ubuntu, RHEL, Arch, Debian), Windows Server (Active Directory, DHCP, DNS, Group Policy),
Proxmox VE, VMware, Hyper-V, VirtualBox, Docker, containerd, Server Monitoring, Backup & Recovery, Patch Management,
Operating Systems, IT Fundamentals

* Cloud & Virtualization: Microsoft Azure (AZ-900 certified), AWS (Cloud Practitioner + Cloud Security), Nextcloud, Self-hosted
Infrastructure, Hybrid Cloud Environments, Cloud Database Deployment, Infrastructure as Code

* Container Orchestration: Kubernetes (kubeadm), Calico CNI, MetalLB, Longhorn Distributed Storage, Nginx Ingress Controller,
cert-manager, Helm, Docker Compose, Container Networking, Pod Security Standards, RBAC

* Observability: Prometheus, Grafana, Loki, Promtail, Node Exporter, ELK Stack (Elasticsearch, Logstash, Kibana), Centralized Log
Monitoring, Alerting Pipelines

* Databases: SQL, MySQL, MariaDB, PostgreSQL, MS SQL Server, Azure SQL, Cloud Database Deployment, Database
Administration, Backup & Recovery

* Programming & Scripting: Python, Bash, PHP, JavaScript, Rust, GDScript, Splunk SPL, HTML/CSS - automation of OS
deployment, network config, security workflows, and infrastructure provisioning, Security Automation Scripting

* Tools & Platforms: Git, GitHub, GDB, Make, Visual Studio, Eclipse, AJAX, Docker, SMTP (Postfix, Dovecot, DKIM), Wireshark,
Nmap, Trivy, Nginx, Apache, Ollama, SearXNG, Kiwix, Certbot/Let’s Encrypt, Web Hosting, Al Model Training & Deployment

WORK EXPERIENCE
H&M Dec 2025 - Present
Visual Manager North York, ON

*Promoted from Customer Service Specialist; managing visual merchandising, in-store presentation, and retail display strategy
*Administer AWS-backed retail systems and internal network services for store operations
*Coordinate with regional teams on brand compliance, inventory display, and seasonal campaign execution

Shield Security Systems Nov 2025 - Present
Incident Analyst
* Monitor security systems and databases including SIEM, EDR, and IDS, triaging alerts and escalating events per MITRE ATT&CK
framework and defined SOPs
* Perform ongoing threat assessments and vulnerability analysis aligned with OWASP Top 10 using industry tools and threat intelligence
databases
* Coordinate with stakeholders to document and resolve security incidents, maintaining detailed logs in the case management system
* Develop security automation scripting in Python and Bash to support threat intelligence reporting and data aggregation
* Conduct penetration testing to validate vulnerabilities and collaborate on remediation efforts, and maintain SOC documentation for
audit compliance

CN Tower / Tour CN Aug 2025 - Present
Incident Manager Toronto, ON
*Lead end-to-end incident lifecycle including detection, triage, prioritization, escalation, resolution, and post-incident review
*Coordinate with on-site security, facilities, and emergency response teams during active incidents
*Maintain incident logs and generate post-incident reports for management and stakeholder review

H&M Jul 2025 - Dec 2025

Customer Service Specialist North York, ON
* Troubleshot and resolved customer issues related to orders, payments, and accounts; escalated complex cases to internal teams using
CRM tools
* Leveraged AWS-backed retail systems and internal network services to access customer data and process resolutions efficiently
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*Coordinated with cross-functional teams to ensure timely problem resolution and positive customer outcomes
*Promoted H&M’s corporate image and brand through helpful and knowledgeable customer service
*Applied administrative systems knowledge to manage workflows, track cases, and maintain service quality metrics

CardiOCare Jan 2025 - Sep 2025
Network Analyst Intern Greater Toronto Area
* Monitored and maintained network infrastructure, identifying and resolving connectivity and performance issues across the
organization

* Assisted with network documentation, topology diagrams, and capacity planning for infrastructure growth
* Performed packet analysis and traffic monitoring using IDS to detect anomalies and support incident investigations
* Supported deployment and configuration of network hardware and cloud-connected devices

TD Oct 2024 - Jan 2025
Customer Service Representative Vaughan, ON
*Provided IT service delivery and technical assistance to customers at the Vaughan branch location
*Resolved account, transaction, and system access issues using internal banking platforms
*Escalated complex technical issues to specialized support teams with detailed documentation

Fiera Foods Jun 2024 - Jul 2025
Server Operator (Junior) North York, ON
» Managed server alerts and system issues on Linux and Windows Server with priority-based response, maintaining first-time fix rates
to minimize service disruption
* Performed daily maintenance including backup verification, system updates, patch application, and performance monitoring
* Leveraged SQL and cloud computing skills to support data workflows and reporting systems
* Documented recurring issues and contributed to runbook development for the operations team

St. James’s Gate Irish Alehouse Apr 2024 - Jul 2024
Commissary Updater Etobicoke, ON

*Tracked all kitchen supplies, ingredients, and beverages to guarantee continuous availability for the team
*Maintained inventory records and coordinated with suppliers for timely restocking

Restaurant Lucie Jan 2024 - Apr 2024

Dishwasher 100 Yonge St, Toronto
*Supported kitchen operations in a fast-paced downtown restaurant environment

Elite Force Sep 2022 - Nov 2023

Surveillance Operator - Rogers Center Help Desk Toronto, ON

*Monitored multi-camera CCTV and IP surveillance systems across commercial facilities, ensuring 24/7 security coverage
*Detected and reported suspicious activity, coordinating with on-ground security teams for rapid response
*Maintained surveillance logs and generated shift incident reports for management review

Elite Security Jan 2022 - Apr 2023

Surveillance Operator Dhaka, Bangladesh
*Monitored CCTV systems and performed regular property inspections across commercial facilities

IKU Digital Feb 2021 - Dec 2023

Executive Editor Motijheel, Dhaka

*Managed databases, administration workflows, and digital content management systems
*Oversaw editorial operations, content publishing, and quality assurance processes
*Coordinated with cross-functional teams on content strategy and digital platform management

HOMELAB & PERSONAL PROJECTS
Kubernetes Infrastructure 2025 - 2026

* Tech: Kubernetes, kubeadm, Calico, MetalL B, Longhorn, Prometheus, Grafana, Loki, Proxmox, Ubuntu Server

* Production-grade multi-node Kubernetes cluster running across 7 bare-metal machines.

* Designed and deployed self-hosted Kubernetes on Ubuntu Server VMs in Proxmox, automating cluster provisioning and security
hardening with Bash scripts and kubeadm

* Implemented 3-VLAN network segmentation (Management, Cluster, Storage) with 802.1Q trunking and inter-VLAN routing

* Deployed Calico CNI with BGP peering and default-deny NetworkPolicy for micro segmentation

* Configured MetalLB L2/ARP mode for bare-metal LoadBalancer services with reserved IP pool

* Built full observability and incident detection by integrating Prometheus for metrics, Grafana alerting, and Loki log aggregation with
custom log parsing rules for security events

* Built full observability: Prometheus + Node Exporter, Grafana dashboards/alerting, Loki + Promtail log aggregation

* Bridged 4 laptop worker nodes via 5 GHz wireless radio in bridge mode

* Hosts all production services: Nextcloud, Al model, DNS, email, wiki, search, photo server, monitoring




Private AI Model 2026
* Tech: Ollama, Docker, RHEL, TLS, ELK Stack
* Self-hosted LLM at ai.tyfsadik.org.
* Secured the model’s REST API with TLS certificates, implemented automated vulnerability assessments on container images using
Trivy, and generated detailed reports
* Forwarded application logs to the ELK Stack and wrote Python scripts to parse logs and detect anomalous behavior, reducing manual
triage time

Proxmox Homelab 2025
* Tech: Proxmox VE, KVM, LXC, ZFS
« Full virtualization infrastructure.
* Built complete Proxmox infrastructure supporting KVM VMs, LXC containers, ZFS snapshots, live migration, and cloud-init
provisioning

Self-Hosted DNS 2025
*Tech: Pi-hole, Unbound, Linux
*Network-level ad/threat blocking.
*Deployed Pi-hole + Unbound recursive DNS for network-wide ad/threat blocking and privacy

Private Email Server 2025
*Tech: Postfix, Dovecot, DKIM, SPF, DMARC
*Self-hosted mail at @tyfsadik.org.
*Configured self-hosted SMTP server with DKIM, SPF, DMARC authentication and TLS encryption

Self-Hosted Cloud Storage 2025
* Tech: Nextcloud, Docker, MariaDB, Redis, Nginx, ZFS
* Private Nextcloud at cloud.tyfsadik.org.
* Deployed Nextcloud with Docker Compose: MariaDB, Redis caching, Nginx SSL proxy, 10 GB chunked uploads, ZFS backup
snapshots

Self-Hosted Photo Server 2025
*Tech: Immich, Docker, PostgreSQL
*Photo management at photo.tyfsadik.org.
*Personal photo server with ML face recognition and mobile auto-backup

Public Search Engine 2024
*Tech: SearXNG, Docker, Nginx
*Privacy search at search.tyfsadik.org.
*Public-facing search engine aggregating results from multiple sources without tracking

Public Wiki Server 2024
*Tech: Kiwix, Docker, Nginx
*Wikipedia mirror at wiki.tyfsadik.org.
*Full Wikipedia server for users in countries with restricted internet access

Arch Linux Remote Desktop via WSL2 2025
*Tech: Arch Linux, WSL2, XFCE, XRDP
*GitHub 5 Stars.
*Full Arch Linux + XFCE remote desktop through WSL2 without router port forwarding; open-sourced with 5 GitHub stars

Depot Gato 2024
*Tech: Godot 4, GDScript
*2D tower defense game.
*Tower defense game with wave spawning, placement mechanics, and custom pixel art assets

HomeBound Aisha 2023
*Tech: HTML, CSS, JavaScript
*Client business website. GitHub 4 Stars.
*Responsive business website designed and delivered for a real client with SEO optimization

GateArch 2023
*Tech: PHP, MySQL, JavaScript
*Student portal application.
*Full-stack student portal with authentication, course management, and admin dashboard

TaxGlobe 2023
*Tech: JavaScript, HTML, CSS
*Tax calculation web app.
*Web application for calculating taxes across different jurisdictions with clear breakdowns
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Wonder Learning 2023
*Tech: HTML, CSS, JavaScript
*E-learning platform.
*E-learning platform with course listings, video embeds, and educational interface

CERTIFICATIONS & LICENCES

*Azure Cloud Architecture (AZ-900): Issuer: Microsoft; Status: Active; Details: 2024

*CompTIA Security+: Issuer: CompTIA; Status: Active; Details: 2025

*CCNA Fundamentals: Issuer: Cisco; Status:Active; Details: 2025

*IBM IX OS: Admin & Security: Issuer: IBM IX; Status: Active; Details: Issued Apr 2026

*Diploma in Ethical Hacking: Issuer: Alison; Status: Active; Details: Issued Mar 2026

*Foundations of Cybersecurity: Issuer: Google; Status: Active; Details: Issued Feb 2026

*IBM Cybersecurity Tools & Cyberattacks: Issuer: IBM; Status: Active; Details: Issued Feb 2026
*Accelerate Job Search with AI: Issuer: Google; Status: Active; Details: Issued Feb 2026

*AWS Cloud Security: Issuer: Amazon Web Services; Status: Active; Details: Issued Nov 2025

*AWS Cloud Practitioner: Issuer: Amazon Web Services; Status: Active; Details:

*Certified Info Professional (CIP): Issuer: OPSWAT Academy; Status: Active; Details: Mar 2026 — exp. Feb 2027
*Critical Infrastructure Protection: Issuer: OPSWAT; Status: Active; Details: Mar 2026 — exp. Mar 2027
*Cybersecurity Virtual Experience: Issuer: MasterCard (Forage); Status: Active; Details: Mar 2026
*EASY Framework for Threat Intel: Issuer: AttackIQ; Status: Active; Details: Mar 2026

*Intro to Model Context Protocol: Issuer: Anthropic; Status: Active; Details: Mar 2026

*Cisco Routing Course: Issuer: APNIC Academy; Status: Active; Details: Mar 2026 — exp. Mar 2029
*MSSQL Certification: Issuer: Microsoft; Status: Active; Details:

*ISC2 Candidate (CC): Issuer: ISC2; Status: Active; Details: Aug 2025 — exp. Aug 2026

*Workplace Wellness: Issuer: CCOHS; Status: Active; Details: Jun 2025

*Integrity in Action: Issuer: Seneca; Status: Active; Details: Jun 2025

*Plagiarism and Citation: Issuer: Seneca Polytechnic; Status: Active; Details: Jun 2025

*Ontario Security Guard Licence: Issuer: Ontario Gov.; Status: Active; Details: #50059604

*Smart Serve Ontario: Issuer: Smart Serve Ontario; Status: Active; Details: #240328413205 — exp. Mar 2029
*First Aid & CPR: Issuer: -; Status: Active; Details: April 2023

*CompTIA A+: Issuer: CompTIA; Status: Active; Details: September 2023

EDUCATION
University OF Toronto 2022 - 2026
BSC, Computer Networking & Cybersecurity (Information Analysis) Toronto, ON

*Coursework: Security Incident Response, Open Systems Administration, Software Defined Networks, Wireless Networks,
Databases, Microsoft Cloud Technologies (Azure), Linux Administration, Static & Dynamic Networks, Computer Systems Projects
(On-Prem & Cloud)

Alison Academy 2024 - 2025
Diploma, Ethical Hacking Galway, Ireland

Scarborough Training Centre 2024

A+ Certified Professional Course Toronto, ON
VOLUNTEERING

Bangladesh National Cadet Corps Mar 2016 - Present

Cadet

Civil Rights and Social Action - Once a Cadet, always a Cadet
*Leadership training, discipline, community service, and national defense awareness

Association of Top Achiever Scouts Bangladesh Jan 2012 - Present
President Scout

*Arts and Culture - “Be Prepared”

*Highest rank in scouting; community service leadership, outdoor skills, and civic engagement for over 14 years

LANGUAGES

*English (Fluent (professional working proficiency))
*Bengali / Bangla (Fluent (native proficiency))
*Urdu / Pakistani (Conversational)

*French (Basic)




